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Browser Settings for Financial Institutions

Supported Browsers for Macs

For security purposes, subscribers should consider using only browsers and operating
systems that are able to receive security updates from the developer or manufacturer. iPay
Solutions supports the following browsers for its Consumer and Business bill pay products:

e Google Chrome — Current and previous major releases

o Firefox® — Current and previous major releases

e Safari® — Current and previous major releases

e Microsoft® Edge — Current and previous major releases

Supported macOS Versions

iPay Solutions supports the following macOS versions for its Consumer and Business bill pay
products:

e High Sierra 10.13

e Mojave 10.14

e (Catalina 10.15

Additional Information

e Subscribers can verify with their financial institution that the browser and version are
compatible with online banking.

o Browsers and versions not on the supported list may still have functionality; however,
they are not recommended and are supported only in a limited manner.

¢ iPay Solutions does not support beta browser versions.

e NetTeller supports only the current and previous major releases.
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Google Chrome 81 and 83

To locate browser version, with the browser window open, select the menu icon. Select Help,

then click About Google Chrome.

-5_-}! H
New Tab BT
New Window #EN
Mew Incognito Window O8N
History >
Downloads %)
Bookmarks [ 3
Zoom =] _fa":
Print... 3P
Cast...
Find... HF
More Tools >
Edit Cut Copy Paste
. Settings

About Google Chrome Help >

Help Center f

Report an Issue...
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Next adjust settings.

With the browser window open, select the menu icon. Click Settings.

w o O | &

Mew tab Ctri+T

MNew window Ctrl+mM

MNew incognito window Ctri+Shift+M

History »
Downloads Ctrl+)J

Bookmarks »
2002 - 100%  +

Print... Ctri+P
Cast...
Find... Ctrl+F

More toocls >

Edit Cut Copy Paste

Settings

Help (3
Exit

B Managed by your organization
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The Settings page appears. Scroll to the bottom of the page and click Advanced.

— Settings Q, Search settings

People

Person 1 b SIGN IN TO CHROME

(O  Open a specific page or set of pages

Navigate to the Privacy and security section and click Site Settings.

Privacy and security

Svnc and Google services

Wianade nl | rofoal Cerilicales and setlings

Site Settings
Control what information websites can use and what content '
they can show you

Clear browsing data
Clear history, cookies, cache, and more

Click Cookies and site data.

& Site Settings (@)

Permissions

% Cookies and site data
Allow sites to save and read cookie data
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Within the Allow section, click Add and type www.billpaysite.com for Consumer Bill Pay
or www.businessbillpay-e.com for Business Bill Pay and click Add.

€  Cookies and site data Q, Search

Allow sites to save and read cookie data (recommended) 9

Allow Add a site

Site

No sites added

billpaysite.com

Ca ncel m

Clear cookies and site data by clicking Remove All or the garbage can icon. Depending on the
browser version, you may first need to click See all cookies and site data.

&  Cookies and site data Q, Search

Allow sites to save and read cookie data (recommended) [ ]

Clear cookies and site data when you quit Chrome

Block third-party cookies
Prevent third-party websites from saving and reading cookie data

See all cookies and site data »

< All cookies and site data Q, Search cookies

=11

Remave All

accounts.google.com -

@ 1 cookie ’ o
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Return to the top of the page and select the back arrow to the left of Cookies and site

data.

Change the privacy settings to allow pop-ups. From the Site Settings page, click Pop-ups and

redirects.

€ Site Settings

Pop-ups and redirects
Allowed

Click Add and type wwww.billpaysite.com for Consumer Bill Pay or www.businessbillpay-

e.com for Business Bill Pay and click Add.

& Pop-ups and redirects

Blocked (recommended)

Block

Mo sites added

ADD

Allow

ADD

[ billpaysite.com

[ businessbillpay-e.com

Add a site

Site

billpaysite.com
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Return to the top of the page and select the back arrow to the left of Pop-ups and
redirects, then the back arrow for the Site Settings section.

Next delete your browsing history. From the Privacy and security page, click Clear

browsing data.

Privacy and security

Svnc and Google services
Wiahnade ml | Fa/ool Certnicdies and setlings

Site Settings

they can show you

Control what information websites can use and what content

Clear browsing data
Clear history, cookies, cache, and more

In the Time range section, choose The Beginning of Time, then select Browsing History,
Cookies and other site data, and Cached images and files, then click Clear data.

Clear browsing data

Basic

Time range All time -

Browsing history

Advanced

v

B Clears history and autocompletions in the address bar.

Cookies and other site data
Signs you out of most sites.

Cached images and files
Frees up 15.9 MB. Some sites may load more slowly on your next visit.

Cancel Clear data
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While still in the Settings, locate Languages and click Language. Under Order language based
on your preference, ensure that English (United States) is the first, or only, language listed.

Languages

Language
English {United States)

Order languages based an your preference

English (United States)

Google Chrome is displayed in this language

English

Add languages

Restart the browser by closing all open sessions.
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Firefox 76 and 77

To locate the browser version, with the browser window open, click Firefox, then About
Firefox.

I' Firefox File Edit View
About Firefox

Preferences... a8,

Services b

w

Hide Firefox *H

Hide Others
Show All

> & quit Firefox
» 5] Bookmarks mMenu
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With the browser window open, click the menu icon, then click Preferences.

@ Sign in to Firefox
Privacy Protections

New Window

MNew Private Window

Zoom
Edit

I\ Library

=0 Logins and Passwords

4§ Add-ons

I+ Preferences

,/ Customize...

Open File...
Save Page As..

#= Print...

More
Web Developer
@ Help
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Click General, scroll to the Languages section and click Choose.

X 3} Preferences

) Firefox  about:preferences

{2 Home Language

Q Search

a Privacy & Security

Choose the languages used to display menus, messages, and notifications from Firefox.

English (United States) - Set Alternatives...
Choase your preferred language for displaying pages Choose...

8 Sync Check your spelling as you type

Ensure that English (United States) is the first, or only, language listed.

Firefox Language Settings

Firefox will display the first language as your default and will display alternate languages if

necessary in the order they appear.

English (United States)

Select a language to add...

Help Cancel
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Click Privacy & Security, scroll to the Enhanced Tracking Protection and click Custom. Ensure
no checkboxes are selected.

X i} Preferences

) Firefox | about:preferencesi#privacy

%t General Browser Privacy

Q Home Enhanced Tracking Protection

Q Search Trackers follow you around online to collect information Manage Exceptions...

about your browsing habits and interests. Firefox blocks

many of these trackers and other malicious scripts.

Standard

Balanced for protection and performance. Pages will load normally.

Strict

Stronger protection, but may cause some sites or content to break.

Custom

Choose which trackers and scripts to block.

# Cookies Cross-site and social media trackers
(2 Tracking content Only in Private Windows  ~
X Cryptominers

%) Fingerprinters
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Scroll to the Cookies and Site Data section and click Clear Data.

X %t Preferences

&) Firefox  about:preferences#privacy

{I’ S Cookies and Site Data

Q Home Your stored cookies, site data, and cache are currently using 1.0 KB Clear Data...

of disk space.

Manage Data...
Q Search
Delete cookies and site data when Firefox is closed Manage Permissions...

s |
ks Sync Logins and Passwords

Ask to save logins and passwords for websites Exceptions...
Autofill logins and passwords Saved Logins...
Suggest and generate strong passwords

Show alerts about passwords for breached websites

Use a master password

Select Cookies and Site data and Cached Web Content, then click Clear.

Clear Data

Clearing all cookies and site data stored by Firefox may sign you out of websites and

remove offline web content. Clearing cache data will not affect your logins.

Cookies and Site Data (0 bytes)

You may get signed out of websites if cleared

Cached Web Content (1.0 KB)

Will require websites to reload images and data
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While still in the Cookies and Site Data section, click Manage Permissions.

X %t Preferences

&) Firefox  about:preferences#privacy

{I’ S Cookies and Site Data

Q Home Your stored cookies, site data, and cache are currently using 1.0 KB Clear Data...

of disk space.

Manage Data...
Q Search
Delete cookies and site data when Firefox is closed Manage Permissions...

s |
ks Sync Logins and Passwords

Ask to save logins and passwords for websites Exceptions...
Autofill logins and passwords Saved Logins...
Suggest and generate strong passwords

Show alerts about passwords for breached websites

Use a master password

Under Address of website type www.billpaysite.com for Consumer Bill Pay or
www.businessbillpay-e.com for Business Bill Pay and click Allow. Click Save Changes.

Exceptions - Cookies and Site Data

You can specify which websites are always or never allowed to use cookies and site data. Type the exact

address of the site you want to manage and then click Block, Allow for Session, or Allow.
Address of website

billpaysite.com

Allow for Session

Cancel Save Changes
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While in Privacy & Security, scroll to the Permissions section and click Exceptions for Block
pop-up windows.

X ¥ Preferences

&) Firefox  about:preferences#privacy

{} General
@ Home
Q Search

Permissions

< Location Settings...
B Camera Settings...
& Microphone Settings...
8 Sync ) Notifications Settings...

{») Autoplay Settings...

Block pop-up windows Exceptions...

Warn you when websites try to install add-ons Exceptions...

Prevent accessibility services from accessing your browser

Under Address of website type www.billpaysite.com for Consumer Bill Pay or
www.businessbillpay-e.com for Business Bill Pay and click Allow. Click Save Changes.

Allowed Websites - Pop-ups

You can specify which websites are allowed to open pop-up windows. Type the exact address of the site you

want to allow and then click Allow.
Address of website

billpaysite.com

Cancel Save Changes
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Scroll to the History section. From the Firefox will menu, choose Use custom settings for
history.

X -m Preferences

&) Firefox about:preferences#privacy

L% General History

Firefox will Use custom settings for history v
Q Home

Firefox will remember your browsing, download, form, and search history. Clear History...

Q Search

Address Bar

8 Sync When using the address bar, suggest
Browsing history
Bookmarks

Open tabs

Select Clear History. Choose Everything from the drop-down menu. Select Browsing &
Download History, Cookies, and Cache, then click Clear Now.

Clear Recent History

Time range to clear: ~ Last Hour

History

Browsing & Download History Cookies

Active Logins Cache

Form & Search History

Data

Site Preferences Offline Website Data

Cancel

Restart the browser by closing all open sessions.
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Safari 12 and Above

To locate the browser version, with the browser window open, select the menu icon. Click
Safari, then About Safari.

@ -y File Edit View Histd

.| About Safari
Safari Extensions...

4 Preferences... 38, ['

Clear History...

Services >

Hide Others N FEH

Quit Safari #%Q
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With your browser window open, select Safari then Preferences.

& D540 File Edit View History
® About Safari
Safari Extensions...
Preferences... a8,
Clear History...
Services >
Hide Others THEH
Quit Safari ®0Q

The Preferences window appears.

Click Privacy.

In the Website tracking, de-select Prevent Cookies and website data section, de-select Block
all cookies.

@ Privacy

0] 55 4 k} Q é 0 e u‘ “Q:

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced
Website tracking: | | Prevent cross-site tracking
Cookies and website data: | | Block all cookies
Manage Website Data... a5
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Click Websites, then select Pop-up Windows.

In the When visiting other websites drop-down menu, select Allow.

el Websites

o/ Qe 0@ O

XA y
General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

General

E Reader

Content Blockers

Allow pop-up windows on the websites below:

Currently Open Websites

billpaysite.com

v Block and Notify
Block

EOe

Page Zoom
.| camera
| @ | Microphone
=4 Location
e Notifications

Plug-ins

Adobe Flash Player
Version 32.0.0.114 -
When visiting other websites: Block and Notify
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Delete browsing history. Click Safari, then Clear history. In the Clear section select all history,
then click Clear History.

File Edit View Histd

® d About Safari
Safari Extensions...
=

Preferences...

Clear History...

Services >
Clearing history will remove related cookies
“ and other website data.
Hide Others WHEH Clear | all history ﬁ
Quit Safari 2Q ? Cancel Clear History
Restart the browser by closing all open sessions.
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Microsoft® Edge 81 and 83

To locate the browser version, with the browser window open, click the Menu icon. Then, click
Settings.

=0

Mew tab Ctrl+T

B New window Ctrl+ N
Zoom —  100% + e

i Downloads Ctrl+)

= Print Ctrl+P

[‘j) Find on page Ctrl+F

AY  Read aloud

Mare tools >
Settings
? Help and feedback >

Close Microsoft Edge

Click About Microsoft Edge.

Settings About
L Search settings ¢ Microsoft Edge
82, Profiles Microsoft Edge is up to date.
- : |'-r"ers on 79.0.209.68 (Official build) (64-bit)
B Privacy and services
Sz This browser is made possible by the Chromium open source project and other open source software
Microsoft Edge
"y On startu i
o P © 2020 Microsoft Corporation. All rights reserved.
=] Mew tab page
- pag Terms of use - Privacy statement - Microsoft services agreement
[ Site permissions
4 Downloads
% Languages
(en Printers
L System

(5 Reset settings

‘I & About Microsoft Edge
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While still in Settings, click Privacy & services. Disable Tracking prevention.

Tracking prevention

Websites use trackers to collect info about your browsing. Websites may use this info to improve sites and show you content like
personalized ads. Some trackers collect and send your info to sites you haven't visited. Learn more

Tracking prevention ®

While still on the Privacy and services page, locate the Clear browsing data section
and click Choose what to clear.

Clear browsing data

This includes history, passwords, cookies, and more. Only data from this profile will be deleted. Manage your privacy settings

Clear browsing data now Choose what to clear

Choose what to clear every time you close the browser >
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In the Time range section, choose All time. Select Browsing History, Cookies and other

site data, and Cached images and files, then click Clear now.

Clear browsing data

Tirne range

All time

+| Browsing history

Download history

LS

From 22 sites

+ Cached images and files

wour next visi

only, turn off sync.

10 items. Browsing data is only

X

stored on this device

+'| Cookies and other site data

Signs you out of most sites

This will clear your data across all your synced devices signed in to
To clear browsing data from this device

Cancel

Under the Settings menu, select Site permissions. Then, click Cookies and site data.

Settings
2 Search settings

Profiles

Privacy and services

& P X

Appearancs

G

On startup

New tab page

@ G @D g 3«8

Site permissions

Downloads
Languages
Printers
System

Reset settings

About Microsoft Edge

Site permissions

Cookies and site data

Allowed
@ Location

Ask first
Camera

Ask first

0 Microphone

Ask first

@) Motion or light sensors

Allow sites to use mation and light sensors

[l Notifications

Ask first

JavaScript

Allowed

4% Adobe Flash

Always block Flash (recommended)

Ed  Images

Show al
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Enable Allow sites to save and read cookie data (recommended).

< Site permissions / Cookies and site data

Allow sites to save and read cookie data (recommended) m
Clear cookies and site data when you quit Microsoft Edge [
Block third-party cookies [ ]
When on, sites can't use your browsing activity across different sites to personalize ads. Some sites may not work properly.

See all cookies and site data >
Block Add

No sites added

Clear on exit

Add
No sites added
Allow Add
Mo sites added
In the Allow section, click Add and type billpaysite.com for Consumer Bill Pay or
businessbillpay-e.com for Business Bill Pay and click Add.
Allow Add
No sites added
X
Add a site
Site
billpaysite.com
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While still on the Site permissions page, click See all cookies and site data and then
click Remove All.

< Site permissions / Cookies and site data
Allow sites to save and read cookie data (recommended) D
Clear cookies and site data when you quit Microsoft Edge L
Block third-party cookies L
When on, sites can't use your browsing activity across different sites to personalize ads. Some sites may not work properly.
See all cookies and site data >
Block Add
Nao sites added
< Cookies and site data / All cookies and site data AL Search cookies
Remove all
Under the Settings menu, select Site permissions. Then, click Pop-ups and redirects.
Site permissions
Cookies and site data >
Allowed
®  Location >
Ask first
Pd  Images >
Show a
[ Pop-ups and redirects >
Blocked
B Ads >
Elocked
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Disable Block (recommended).

< Site permissions / Pop-ups and redirects
Block (recommended) [ ]
Block Add
Mo sites added
Allow Add
Mo sites added
In the Allow section, click Add and type billpaysite.com for Consumer Bill Pay or
businessbillpay-e.com for Business Bill Pay and click Add.
Allow Add

Mo sites added

Add a site
Site

billpaysite.com

Cancel
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Under the Settings menu, select Languages.

Settings
L Search settings

Profiles

Privacy and services

2 [ X

Appearance

G

On startup

Mew tab page
Site permissions

Downloads

@ GC DO & %P |« H

Languages

Printers
System
Feszet settings

About Microsoft Edge

Under Preferred languages ensure that English (United States) is the first, or only, language

listed.

Preferred languages

Reorder languages

Add languages

English (United States)

English

Microsoft Edge is displayed in this language

Offer to translate pages that aren't in a language you read

Restart the browser by closing all open sessions.
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